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Boi cinh & muc tiéu tan cong

Vi sao Kubernetes tré thanh dich ngam hang dau




BOI CANH

Kubernetes da ¢ khap noi

Va chinh diéu d6 khién né tré thanh muc tiéu
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32% 98% 66%

ngwoi dung container chay to chirc da ap dung to chirc chay GenAl dung

Kubernetes trong production cloud native & mirc nao do Kubernetes dé diéu phoi

Tiing tir 80% (2024) va 66% (2023) —

inference workload
CNCF Annual Cloud Native Survey 2025

“Khi mot nén ting dat mirc pho cip d6, né tré thanh ‘chuan tan cong’ —
/ k¥ thuat viét mét 1an dung dwoc cho hang nghin cluster.”



BOI CANH

Vi sao Kubernetes la muc tiéu gia tri cao

KUBERNETES CHARACTERISTIC ATTACKER VALUE

Chiém cluster-admin = chiém moi irng dung cung luc

@ Control plane diéu khién toan by workload >

Q Mat do credential cuc cao SA token, Secret, kubeconfig, cloud IAM déu nim trong etcd

Moi thir ddu 1a API Chi can token hop 1é + curl 13 diéu khién duoc

@ Mic dinh thién vé toc d9, Khong thién vé an toan Pod-to-pod mé hét, SA token tu mount, khong NetworkPolicy




BOI CANH

Ban do bé mat tan cong Kubernetes

Khung xuyén suét bai trinh bay — attacker di tir trdi sang phdai
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6 trong 7 16p 1a do doi DevOps/platform cau hinh — khong phai do Kubernetes quyét dinh
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D6 1a 1y do phan 16n su c6 K8s 1a 16i cau hinh chit khong phai 16 hong cua chinh Kubernetes
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BOI CANH

Bao mat Kubernetes khac gi ha tang truyén thong

01

Vong doi phu du

Pod song vai phut — attacker

° ~ x04 dau vét cung ltic
~" / container bién mat
03
'® Dinh danh thay cho mang

ip (»—| Firewall/IP khong con 13

| bién giéi — RBAC + SA

token mdi la bién gioi that

02

Chia sé kernel

Container khong phai may ao
— privleged hoac hostPath la

duong ngan xudng node

Khong con perimeter

' ' \ Mac dinh moi pod noéi chuyén
p duoc voi moi pod — lateral

movement la “binh thuong”
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HAiu qua do duoc

State of Kubernetes Security — Red Hat

46% s 67%

to chitc tirng mat doanh thu hoic khach hang vi t0 chitc d3 phai hoan hoic 1am chim trién khai

su cO bao mat lien quan container/Kubernetes vi lo ngai bao mat

Bao mat K8s khong phai chi phi lam cham delivery —

chinh viéc thiéu né méi la thi dang 1am cham delivery.
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APPLICATION
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Hai Kich ban
tan cong thuc te ...

X ——— )
Chiém cluster qua tng dung & supply chain attack @
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KICH BAN

Chiém cluster qua 18 héng tng dung

Phan thuong khong phai 1a container — phan thuéng 1a ServiceAccount

2

token
Initial Discovery
Access,
RCE qua 10 hong Enumerate pod,
ung dung public-facing namespace,

network context
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Credential

Access
Doc SA token da tu

mount trong pod
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Test quyén

Goi K8s API bang
token, do RBAC

L

Escalation
/ Lateral

List secret, tao pod,

stra RoleBinding

Méi budc déu 1a hanh vi hop 1¢é cia Kubernetes — khong c6 ‘16 hong zero-day’ nao &

day

Container escape,
backdoor, pivot ra

cloud
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KICH BAN 1

Con so6 & case study thuc té
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282 %

tang truong hoat dong

tan cong lién quan K8s
(Unit 42, 4/2026)

22%

moi treong cloud c6 dau hié¢u

nghi ngo danh cip SA token
(2025)

CASE STUDY
01 l</>!aww T

02

React2Shell — CVE-2025-55182

insecure deserialization trong React Server
Components. Attacker thuc thi Iénh trong

container chi 2 ngay sau khi CVE cong bo.
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Incident san crypto — Unit 42, 2025
token ctia SA quyén cao dan toi
chién ha tang tai chinh va

danh cip hang triéu USD.
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KICH BAN 2

Supply chain attack vao container

M3 doc di thang vao production qua chinh con dwong tin ciy cta ban

01 TYPOSQUATTING

03 WORMABLE PROPAGATION

Microsoft, 5/2026: 14 package gia Shai-Hulud & bién thé — worm sinh ra hang
OpenSearch/ElasticSearch thu AWS creds + tram package ___.-----
Vault token Tt 0
a ) ) )
DEPENDENCY PACKAGE CI/CD IMAGE PRODUCTION
y J J J
@ @ ¢ ® MALICIOUS PATH ¢
02 COMPROMISEED PACKAGE \ﬁZII‘GL/QD CREDENTIAL THEFT
node-ipc (10M dowrflpads/tu?ln) bi day 3 Megalodon: §f7“18~cgmmit workflow doc / 5.561 repo
version doc \‘ trong 6 gio
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KICH BAN

Piéu khién supply chain attack d:ic biét nguy hiém

O

01 — D1 qua duwong tin cay

khong c6 guardrail nao ¢ bién phat hién dugc vi package/image do chinh ban chu dong cai

02 — Chay & thoi diém build, véi quyén cia pipeline
payload chiém luén AWS credential, Vault token, OIDC token trong CI runner

03 — Provenance khong con 1a bao chirng tuyét doi
package doc tiing mang chit ky Sigstore hop I¢ va SLSA Build Level 3

04 — Ké thira va khuéch dai

mot base image doc lan xu6ng moi image build tir no
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MISCONFIG VS ZERO-DAY

Ké thu that nam & dau

47%  13% ™

lo ngai nhat vé misconfiguration lo ngai nhat vé tan céng XACSUAT GAP
G
CHI PHi KHAI THAC
BAN KIEM SOAT PUQC?

Misconfig

RAT CAO

CO, 100%

Zero-day
THAP, NGAN HAN
RAT CAO

PHAN LON PHU THUOC
VENDOR

RUI RO KY VONG = XAC SUAT x TAC PONG

O vé xac suat, misconfiguration thing zero-day ap dao — va day 1a vé ban kiém soat dwoc 100%.



MISCONFIG VS ZERO-DAY

Top misconfiguration pho bién trong Kuberneteses
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@ . Pod chay privileged,
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Khong gioi han
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\ @ | Secret trong bién moi
\\ // treong, khong ma hoa
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at-rest
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MITRE ATT&CK
FOR CONTAINERS

€

Ngon ngir chung dé noi vé tan cong mot cach co h¢ thong

TACTIC

SAGEORORS,
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TECHNIQUE
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TECHNIQUE ID

== TxXxXxXX

17



MITRE ATT&CK

Hai khung tham chiéu b sung cho nhau

MITRE ATT&CK FOR CONTAINERS +
PHAM VI Pham vi: Container néi chung
TINH CHINH THUC Tinh chinh thic: Chuan cong nghiép, c6 ID (Txxxx)
DUNG KHI

Dung khi: Chuan hoa detection, trao doi lién doi

Pham vi: Chuyén sau Kubernetes

Tinh chinh thtrc: Knowledge base cong dong, GitHub

Dung khi: Pao siu attack path cu thé trong K8s

TACTIC = attacker muon dat gi - TECHNIQUE = ho lam cach nao dé dat
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MITRE ATT&CK

Map hai kich ban vao MITRE ATT&CK

Mobi budc tan cong déu cé technique ID cu thé — va mot control tuong tng

ATTACK BEHAVIOR

KICH BAN 1
o

KICH BAN 2

RCE qua Urng dung public-facing

MITRE TECHNIQUE

Exploit Public-Facing Application

Poc SA token da mount

Steal Application Access Token

Sira ClusterRoleBinding dé leo quyén

Account Manipulation

Pay image/package ddc vao nguon tin cy

Supply Chain Compromise

Cay image doc trong registry

Implant Internal Image

Deploy image doc / container doc

Deploy Container

Cam backdoor, cryptomining

Resource Hijacking

ID

[ T1190 ]

[ T1528 ]

[ T1098.006 J

[ T1195 J

| T1525 |

[ T1610 J

[ T1496 J
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Chién thuat phong
thu theo lop

Build-time — Admission —Runtime — Identity — Network — \
Node




PHONG THU THEO LOP

Defense-in-depth: méi 16p khoa mot 16p tan cong

---------------------------------- e B

01 Build-time

02 Admission

VAR

03 Runtime

L

04 Jdentity/RBAC

L

05 Network

VAR

7

Trivy/Grype scan CVE,
Cosign verify chir ky, SBOM

T1195, T1525 ]

L
T

Kyverno/OPA: cam
privileged, hostPath, verify

signature

[ T1610,T1611

T

Falco/Tetragon: bt doc SA
token, shell, exec bat

thuong

‘ T1528, T1552

T

automountServiceAccount
Token: false, RBAC hep

[ T1528,T1078

L
T

NetworkPolicy
default-deny, chdn egress

metadata

‘ T1552.005

Pod Security Standards
Restricted,
seccomp/AppArmor

‘ T1611
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PHONG THU THEO LOP

Kyverno — chan o cua admission

Admission controller native ciia K8s, viét policy bang YAML thudn

01

02

03

04

VALIDATE

validate — chan/audit resource vi pham

(cam privileged, hostPath)

MUTATE

mute — ép automountServiceAccountToken: false

GENERATE

generate — tu tao default-deny NetworkPolicy

cho namespace mai

VERIFYIMAGES
verifylimages — chi cho chay image da ky

Cosign/Sigstore

REQUEST -—> [KYVERNO} —

ADMISSION POLICY

apiVersion: kyverno.io/vl

kind: ClusterPolicy

metadata:

name: disallow-privileged

spec:

validationFailureAction: Enforce
rules:

- name: no-privileged-containers
validate:

pattern:

spec:

containers:

- securityContext:

privileges:"false”

/
V

ALLOW
BLOCK
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PHONG THU THEO LOP

Falco — phat hién o runtime

DaemonSet diing eBPF quan sdt syscall — con mat duy nhat thay attacker sau khi dd vao

> | — > (/ > Og
= \\\ @ o
CONTAINER SYRECALL EBPF / FALCO SIEM / SOAR
A
I PROCESS — OPEN_READ — SA TOKEN T
FALCOSIDEKICK — SIEM/SOAR ¢ SLACK « PAGERDUTY
RUNTIME RULE

» Driver eBPF gan kernel, theo d6i moi syscall Sl DocSAl ke bt ool

{©> | eBPF — quan sat syscall , X
9 y e chi ton ~1-3% CPU desc: Phat hién doc token (T1528)

* MOi : 1ti i ndo ba condition: >
CPU e overhead Moi rule: condition (khi nao ban), output,

i open read and container and
~1-39%

priority (8 muc)
« Falcosidekick dinh tuyén alert — SIEM/
SOAR, Slack, PagerDuty

fd.name startswith

/var/run/secrets/.../token

@/ alert nhiéu/ngay/cluster o output: >
< 5 muc tiéu van hanh e Muc tiéu van hanh: duoi 5 alert SA token bi doc boi process la
nhiéu/ngéy/cluster (proc=proc.name pod=tk8s.pod.name)

(__priority: CRITICAL
tags: [k8s, T1528]




PHONG THU THEO LOP

Hé sinh thai cong cu — moi tool mét vi tri

BUILD-TIME ADMISSION RUNTIME NETWORK POSTURE
(o2 ) (03 ) (o) O
01 02 03 04 05
Q \_/ \_/ \_/
Runtime
4 2\
Trivy / Grype / Kyverno / OPA Falco Cilium Kubescape
Cosign / SBOM Gatekeeper : NetworkPolicy
Build-time Admission DELLCion Network Posture
) Phat hién hanh vi qua syscall

Scan CVE, ky & verify Policy-as-code chan cau (eBPF) Micro-segmentation, chan Po tuan thu CIS
image, truy vét hinh xau egress metadata Benchmark

Tetragon / KubeArmor

Enforcement
Enforcement — chan/kill ngay &

kernel
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PHONG THU THEO LOP

LO trinh trién khai 30-60-90 ngay

Audit trirdc, enforce sau — khéng bao gid bat Enforce thdng trén production

A
{ @ AUDIT FIRST — ENFORCE LATER l fr \ Khong bao gid bat Enforce théng trén production

0-30 DAYS

Nhin thay trudc da

» Bat K8s audit log
* Falco ruleset mac dinh — SIEM
* Trivy scan trong CI

« Kyverno ché do Audit

30-60 DAYS

Chdn phan ré va chéc

e Chuyén policy nén sang Enforce
* Ap PSS Restricted

e Custom Falco rule cho SA token

« Playbook SOAR dau tién

60-90 DAYS

Least privilege + supply chain

* Thu hep RBAC, bo * trén *
e automount = false mac dinh
* Bat Cosign verifylmages

* NetworkPolicy default-deny
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Incident Response
Workflow

C6 lap trudc, diéu tra sau — vi pod 1a phu du
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INCIDENT RESPONSE

Vong doi IR ap vao dac thu Kubernetes

01 Preparation

F

Runbook, RBAC

responder, audit log e

90 ngay

06 Lessons

*———— - = B

Post-mortem, viét
Falco rule +

Kyverno policy méi

05 Recovery

>~

Redeploy tir image

sach, rotate moi

02 Detection

Falco + audit log day

vé SIEM, correlate

03 Containment

— ® - I—— P— ————

NetworkPolicy co 1ap,
thu hoi token —

khong xoa pod voi

04 Eradication

V416 hong, xo4 image

doc, thu hoi credential

secret
7 NGUYEN TAC #1 — CO LAP, DUNG GIET NGAY
’ XOA POD = MAT BANG CHUNG + ATTACKER CHI CAN POD MOI
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INCIDENT RESPONSE

Runbook cho hai kich ban tan cong

KICH BAN 1 — TOKEN THEFT

TRIGGER — Falco CRITICAL - “SA token bi doc”

ISOLATE
Ap NetworkPolicy deny-all 1én pod (cit egress)

REVOKE
Thu hdi token, rotate ServiceAccount

INVESTIGATE
Truy audit log: token da goi API gi?

PATCH
V4 16 hong tng dung goc

RECOVER
Redeploy sach, rotate moi secret pod cham téi

KICH BAN 2 — SUPPLY CHAIN

TRIGGER — Trivy/Falco phat hién image /package doc

BLOCK
Kyverno chdn digest image doc & admission

ISOLATE
C6 lap pod dang chay image nhiém

ROTATE
Rotate ngay AWS /Vault/OIDC/registry token

TRACE
Truy SBOM: dich vu nao khac dung dependency nay?

REBUILD
Xoa image doc khdi registry, rebuild sach da ky
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Cam on'

Cau hoi & thao luan




